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0 About this document
0.1 Revision history

Version Date Changes Section Pages
1 01.07.2012 New document — —
2 2014-01-01 IT Security 1.2 9
FW update (panels) 272 21-22
Factory settings 2.8 22

0.2 Referenced documents

Ref. Document title Document type Document no.
[1] PXM40 Data sheet CM1N9292
[2] PXM50 Data sheet CM1N9293
[3] PXG3.W100 Data sheet CM1N9294
[4] Desigo Touch and Web User's guide CM111028

[5] Desigo Xworks Plus Online help (chm) CM111006

[6] Workflow overview XWP V5 Engineering guide CM111000

[7] Desigo PX automation and control system, mount- Mounting and installation | CA110396

ing and installation guide manual

0.3 Before you start
0.3.1 Trademarks

The table below lists the third-party trademarks used in this document and their
legal owners. The use of trademarks is subject to international and domestic provi-
sions of the law.

Trademarks Legal owner

BACnet" American National Standard (ANSI/ASHRAE 135-1995)

Microsoft ... Microsoft Corporation siehe
http://www.microsoft.com/trademarks/t-mark/nopermit.htm

Windows ... Microsoft Corporation

Windows XP® Microsoft Corporation

Windows 7°

All product names listed in the table are registered (®) or not registered (m) trade-
marks of the owner listed in the table. We forgo the labeling (e.g. using the symbols
® and TM) of trademarks for the purposes of legibility based on the reference in this
section.

0.3.2 Copyright

This document may be duplicated and distributed only with the express permission
of Siemens, and may be passed on only to authorized persons or companies with
the required technical knowledge.
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0.3.3 Quality assurance

These documents were prepared with great care.

e The contents of all documents are checked at regular intervals.

¢ All necessary corrections are included in subsequent versions.

e Documents are automatically amended as a consequence of modifications and
corrections to the products described.

Please make sure that you are aware of the latest document revision date.

If you find any lack of clarity while using this document, or if you have any criticisms
or suggestions, please contact your local POC at the nearest branch office. Ad-
dresses for Siemens RCs are available at www.siemens.com/sbt.

0.3.4 Document use/ request to the reader

Before using our products, it is important that you read the documents supplied
with or ordered at the same time as the products (equipment, applications, tools
etc.) carefully and in full.

We recommend using the E-learning EQ1DETP prior to using Desigo Touch and
Web.

We assume that persons using our products and documents are authorized and

properly trained and have the requisite technical knowledge to use our products as

intended.

Additional information on products and applications is available:

¢ On the intranet (for Siemens employees only) at
https://workspace.sbt.siemens.com/content/00001123/default.aspx

o At your next Siemens branch office www.siemens.com/sbt or at your system
suppliers.

e From the support team at headquarters fieldsupport-zug.ch.sbt@siemens.com if
no local POC is available.

Siemens assumes no liability to the extent allowed under the law for any losses
resulting from a failure to comply with the aforementioned points or for the improp-
er compliance of the same.

0.3.5 Document validity

This document applies to Desigo systems satisfying operation as listed in Section
2.3 — Supported browsers. It discusses the following topics in addition to adminis-
trative information:
¢ Brief introduction (availability of web interface, customization of views and
functions).
e The topology as a context of the touch panels.
e Prerequisites of commissioning.
e Commissioning of the touch panels.
e Setting options for brightness, language, time format, date format, keypad, au-
to logout, change location, change network/server settings.
e System (compatibility, standard clients, browser compatibility, system limits,
and further technical issues.
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Terminology

Other documents describe:
o Engineering of web interface (PXG3.W100) and Desigo touch panels
(PXM40, PXM50) including download of engineering data, CM111006 — XWP
online help.

0.3.6 Target audience

This document is intended for commissioning personnel and service technicians
commissioning Siemens touch panels as well as establishing and configuring a
connection via web browser and PC.

The operating instructions [4] tell you how to work with Siemens touch panels.

We require that you be familiar with using a web browser as well as network tech-
nology to be able to install and configure the Siemens PXM40 and PXM50 touch
panels.

0.3.7  Structuring

This document contains all practical information up front (first part).
The second part provides useful explanations and some theory on individual func-
tions.

0.3.8 Document conventions

Used... ...for
Web interface PXG3.W100
Touch panel Desigo touch panel, PXM40 and PXM50

lllustrations o lllustration excerpt are not labeled accordingly.
¢ lllustrations generally are not titled or subtitled.

Wait... eo® If an action (e.g. loading a page) takes longer, the animated "Busy Indica-
o tor" (wait symbol) is displayed in the middle of the working pane.

Tap, click Tapping an element on the touch panel is referred to as "tap". An instruction may
read: "Tap "Logout".

Tapping hand @l? lllustrates tapping a button or function element.
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1 Commissioning

The touch panel requires only a few steps to be fully functional. You may need to
carry out the following tasks, however, depending on previous actions:

1. If the associated web interface has not been set up prior to commissioning,
this must be carried out first. The touch panel cannot be commissioned with-
out working PXG3.W100 (no control over functionality)).

These actions must be carried out exclusively in Desigo Xworks Plus on
the related PXG3.W100. To this end, consult the Desigo Xworks Plus online
help either from within Xworks Plus or via file CM111006en.chm.

2. Customization of views and/or functions.
These actions must also be carried out exclusively in Desigo Xworks Plus on
the related PXG3.W100.

1.1  Topology

Touch Panels, together with a PXG3.W100, help monitor and operate Desigo PX
automation stations using web communication.

They allow for:
e Local or remote plant operation.
¢ Displaying system texts, plant overviews, plant diagrams, simple alarm lists,
schedules, and trends.
e Saving Favorites.

Touch Panels PC1..n
TP1..n ——
E] SSA-DNT XWP
I ] T ﬁt\l
I web(rcPip) |1 } i
L_communication |1 _ | ) i
I e |
I ' B BACnet/IP
I
1L

|
communication i
i

PXG3.W100

Context of the descriptions in this manual.

PXG3.L
BACnet/LonTalk
communication
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1.2 IT security

The Desigo Touch and Web products implement the latest standard communica-
tions technologies. For this reason, compliance with IT security standards of the
related installation environments as well as generally valid standards of the Desigo
system is a must. See also CM110663.

Note in particular the following issues with regard to Desigo Touch and Web:

e Use only strong passwords (password length, use of special characters, etc.).
This applies to user login for plant operation during daily operation as well as
to system operation as part of commissioning or service work.

¢ Do not use standard passwords. The password must always be unique and
specific to the project.

e HTTPS must be used as standard communications protocol between the op-
erator clients (Desigo Touchpanels, standard web browser) and the web inter-
face PXG3.W100. HTTPS is entered in the URL to connect to the web inter-
face PXG3.W100: ,https//......... “

¢ Desigo Touchpanels should not communicate via the Internet with the
PXG3.W100 web interface.

e The PXG3.W100 web interface should be accessible only via VPN over Inter-
net.

1.3  Prerequisites

e The touch panel is unpacked and possibly already installed in the control panel.
See also:
[4] Desigo PX automation and control system, mounting and installation guide
CA110396

e The computer is operational.

o The PXG3.W100 is properly set up on the firmware side.
[il For information on firmware setup, see the related online help of DNT (Firm-
ware Download and Node Setup Tool) integrated in XWP.

e The configuration data is loaded properly in the PXG3.W100.
[il See the XWP online help CM111006en (chm).

[il Note: You can browse the pages at any time during commissioning by using
the buttons < Back and Next >.
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1.4 Touch panel commissioning — Step-by-step
1.4.1 About procedures

The following step-by-step procedures consider all actions, settings, etc. It is pos-
sible that, in the past, you may have applied and now wish to continue a different
procedure. The procedure described here merely shows the procedure identified

as best by development.

1.4.2 Procedure

1.  If not yet done: Connect the Desigo touch panel to the corresponding network
plug using the network cable (RJ45).

If not yet done: Connect to power.

Wait for the touch panel to start.
---> This process may take a few seconds; the Language page is displayed.

Language
Frangais Suomi Norsk Slovensky Cesky
Portugués Polski Nederlands Dansk Deutsch
Svenska Espafiol Italiano Magyar Pycckuit
English Y

Next>

4.  Select the language.
---> 16 languages are integrated. English is the default language.

5. Save with Next.
---> The page “Network Settings — IPv4” opens.

Network settings - IPv4

DHCP Manual

IP address 192.168.251.20 1 2 3 peal
Subnet mask 255.255.255.0 4 5 6
Router 192.168.251.2 7 8 9
Preferred DNS 192.168.10.232 0 a b |
Alternate DNS 192.168.10.233 c d 8 f
Physical address d4:9a:20:d1:49:62

<Back ~ Next>

[Tl Note

Two ways are available for the following step:
a. Automatically using DHCP (self-explanatory).
b. Manual via the alphanumeric keypad.

Below, we describe how to proceed with a manual entry. The procedure for IPv4 is
virtually automatic for the DHCP method.
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Tap Manual.
Complete all fields.

Finish with Next.
---> The server connection page opens.

Server connection

Server

q w e r t y u o p el
AP a s d f g h j k |
2l 2 X c v b n m P

1+?

<Back ~ Finish

Enter IP address or URL of the PXG3.W100.
---> This ought to be defined in XWP prior to this action.

Complete with Finish.
---> The process may take a few seconds. The page with the location defini-
tion opens.

Server name

Location

Password

oK Cancel
q w e r i y u | 0 p peci|
1P a s d f g h j k |

el Bz X C v b n m P

Enter both Location and Password.

---> [1] This is not the user password, and it must also not match the user
password!

Tap OK to finish.

---> This concludes “Binding”. The main view for the desired project is dis-
played within a few seconds.

Main view

£l
o5 (=] 8
- b-b’ H o
O =
@ O
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8. Tap a blank area anywhere on screen.
---> This opens the login page.
Main view
Login
Username
Password
wOK Cancel
q w e r t y u i o p «
T a s d f g h j k | -
E? z X C v b n m —
9. Enter both user name and password.
10. Tap OK.

Login error

---> The touch panel checks the entry. After successful login:
e The main functions and information as per the user rights are dis-

played.
e The user name is displayed in the status bar:
SIEMENS Air Handling Unit 03.2840 A 15:17  07/06/2012 Immanuel Goldstein

0

(] £V
Plant View 18.2°C 210° A

@l |—‘E}—I Normal —

B = E_!.\ 7]

Alarms . M é
—_— o . 8 z2a0°c
'8 2186 O ook
Scheduler ® o% O] "'mx
—_— off

. (O
Auto
Favorites &

= off A = —|
A 243°C

Trend

e d

Settings Plant control On A

a A

] 1 /\

Logout v ‘

Users immediately receive the following feedback for incorrect or improperly
entered login information:

SIEMENS Location A Time | Date User Name
Overview
2
—— !/sername
5
Password
]

\ Invalid login information OK Cancel

q w e r t y u i o P &1
T~ a s d f g h j 3 1
o z X & v b n m —
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Procedure in case of
login error

You can select between two options:
e Retry or
e Tap Cancel to return to the home page.

Switch user Proceed as follows to switch user (e.g. shift work):
1. Tap Logout.
---> This logs out the current user.
2.  Login the new user (as per Login, see above).
[il The login page is displayed automatically every time the touch panel is started.
See also the following paragraph on
Options This completes the technical part of commissioning. Different settings are availa-
ble, however, for user-friendly operation of the touch panel. They can be edited
after login. To do this, see a detailed description in the operating instructions [4].
12/22
Siemens Desigo Touch and Web CM111029en_04

Building Technologies

Commissioning — Touch panel commissioning — Step-by-step 2014-08-15



Security-related set-
tings

2 Compatibility & limitations

21 Desigo touch panel and standard clients

The PXG3.W100 web interface supports local operation via Desigo touch panels
as well as operation via standard web browser on commercial operator units. Due
to the open interface based on standard web technology and dependent on the
different use cases, users can clearly benefit from advantages offered by the vari-
ous operator units.

The Desigo touch panels are an integral part of the plant, optimized specifically to
operate the Desigo building automation and control system:

¢ No end user access to lower operating system functions.
e Alarms are displayed on the operator unit even if the screen is inactive.

e Siemens guarantees compatibility and product replacement or system up-
grades throughout the entire life cycle.

e Special functions for permanent connection and plant monitoring (7/24
Watchdog).

Standard operator units (tablets, PCs, notebooks, smart phones, etc.) supplement
local operation and allow for remote access and operation using personal devices.
Standard operator units are designed for temporary plant access and are subject to
other innovation and lifecycles.

2.2 Desigo Touch and Web — Application examples

PXM40/PXM50 Standard Clients

o

!

Mobile use

Integration in control panel door

Full screen — no user access to operating system.
LED for alarm indication.

Permanent alarm monitoring - reliable 7/24 operation.

x W8NS %
L X X %X %

Temporary plant operation via WAN/LAN.
v X System compatibility, product life cycle.

When using a standard client, the following must be considered.

Desigo Touch and Web uses cookies. As a result, the security settings on the
related client may require redefinition.

o |f a standard client is connected to PXG3.W100, and if no user action occurs
during 3 hours on this client, the location definition of the standard client is
disconnected automatically.

13/22
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2.3 Supported browsers

Compatibility issues take a central place due to the large variety of standard web
browsers, devices, and versions.

Assessment The following assessment provides an overview of how standard web browsers are
supported.

Grade A Firefox 2 4.0, Internet Explorer 2 10.0

Recommended web browser for standard operator units.
e Fully tested and approved browser.
e Supported officially by Siemens BT.
¢ All functions are available and can be executed as documented.

Grade B Safari-iPad2, Safari-iPad3

Compatible web browser.
o Fully tested and approved browser.
e Supported officially by Siemens BT.
¢ All functions are available and can be executed as documented.

Minor deviations in terms of display and operation to recommended
browsers are possible (fonts etc.).

Grade C  This category includes all HTML 5.0 capable browsers. Examples:
Chrome 10.0, Safari 5.

Partially compatible standard web browsers.
o Minimally tested browsers.
o Not supported by Siemens BT.
o Access to the PXG3.W100 web interface is possible in princi-
ple.
o Location binding and user login works.

24 System compatibility

o All standard BACnet objects supported in Desigo Classic are
also supported by Desigo Touch and Web.
e Exceptions
— Trendlog Multiple
— Any schedulers (only Desigo Multistate and Binary)
— Analog scheduler
— Third-party devices: No scheduler and Trend objects

BACnet
Objects

o Optimized for operation of Desigo PX primary plants
o Downward compatibility to Desigo V4.0
e Proprietary objects (such as Light and Blind) are not supported.

e Xworks Plus from version V5.00.28x

14722
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2.5 System limits
2.5.1 XWP project
Item Limit Description
PXG3.W100 10* Max number of PXG3.W100 per XWP project
2,52 PXG3.W100
25.21 General
Item Limits Description
Automation Station (PX...) — The number of PX is not limited (only depends on BACnet objects and
the number of customized views).
Note: The specified Desigo PX.. limits must be adhered to (see Tech-
nical principles).
Total size of configuration 7 MB* The limit is given by the available memory for the sum of all configura-
data tion data (Configurationdata.tar).
BACnet objects total 2000* Max. number of BACnet objects engineered on the PXG3.W100.
BACnet objects perma- 300 Total number of permanently displayed BACnet objects the
nenﬂy d|sp|ayed PXG3.W100 must update.
Customized views 25* Max. number of customized views (PXG3.W100 memory limit).
2.5.2.2 Customized views (CVs)
Item Limits Description
BACnet objects 100* Max. number of BACnet objects per customized view.
Trends 10 Number of trends per customized view.
Schedulers 10 Number of schedulers per customized view.
Graphic pages 5 Number of graphic pages per customized view.
2.5.2.3 Graphics pages
Item Limits Description
BACnet objects 60* Max. number of BACnet objects per graphics page
15/22
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Item
Touch panel

Web clients, max. system
design

" Example for max.
system design
= with system limits

2.5.2.4 Connected web clients

Limits Description
10* Max. number of touch panels per PXG3.W100 with overview page.

3* Max. number of registered users per PXG3.W100, where the limit of
permanently displayed BACnet objects of all clients may not be ex-
ceeded at maximum system design”.

At low system design, more than 3 users can be logged in concurrent-
ly.

Example: 1 customized view at 3 graphics pages at 10 BACnet objects
each. If 10 web clients are connected to it, the system limit (300 per-
manently displayed BACnet objects) is reached.

All system limits must be adhered to simultaneously.

Limit* Technical limit, tested.
Limit Recommended limit, tested.
[Limit] Recommended limit, not tested.

e 20 customized views

e 5 graphics pages per customized view

e 20 BACnet objects per graphics page

= 2000 BACnet objects total

= 100 BACnet objects per customized view

¢ 3 Web clients with the above design

= 300 permanently displayed BACnet objects

¢ 10 trends per customized view

e 10 schedulers per customized view

= Important: The configuration data size < 7MB applies to all of the above
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2.5.3 Supported graphics formats

The wide-screen format 2144 x 1112 pixels achieves the best results for the work
screen. If the image ratio is not correct, the image is adapted automatically to the
work screen. The ratio, however, is always the same.

[i] Note: The work screen of both Desigo touch panels (PXM40 and PXM50) is
1072 x 556 pixels.

Format Description

png Recommended for plant diagram graphics Y

iPg For photos”, e.g. of the own building as home screen

gif For graphics without animation

svg Rendered by browsers, thus resulting in possible differences.

Inkscape is recommended as the tool to create graphics.
SVG exported from Microsoft Visio is not supported.

Y The best results are achieved at the above resolution (2144 x 1112).
[i] Special note: Compress photos from high-resolutions cameras.
[il General recommendation: Format png or jpg is the preferred format depend-

ing on the application, as this format allows for achieving best results relative to
resolution and min. memory requirements.

17122
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254

Supported BACnet objects

Text# Name
0 DEV 8
1 Al
2 AVAL_OP 2
3 AO 1
4 AVAL 2
6 BI 3
7 BVAL_OP 5
8 BO 4
9 BVAL 5
10 BSCHED 17
11 MI 13
12 MVAL_OP 19
13 MO 14
14 MVAL 19
15 MSCHED 17
16 CLN 6
18 TRNDLOG 20
19 Cl 24

20 CMD_CTL 216
21 PWR_CTL 216

22 Al RED 0
23 AO_RED 1
24 Bl_RED 3
25 BO RED 4
26 MI_RED 13
27 MO_RED 14
31 ClI_ACC 23
35 SCHED 17
50 USRPRF 207
58 Block 201
69 CMN_ALM 214
70 Devinfo 217

[il Note

MSCHED

Type # Description

Device

Analog input

Analog value for operation
Analog output

Analog value

Binary input

Binary value for operation
Binary output

Binary value

Binary scheduler

Multistate input

Multistate value for operation
Multistate output

Multistate value

Multistate scheduler

Calendar

Trend log

Counter input

Command Control

Power Control

Analog input, reduced function
Analog output, reduced function
Binary input, reduced function
Binary output, reduced function
Multistate input, red.function
Multistate output, red.function
Counter input, accumulated
Schedule*

User profile

Block**

Common alarm

Device information for alarming

*

no analog scheduler

** Block types are Desigo-specific

MSCHED can have 6 different states, and 10 for TREND.
If more states exist, only the first 6 or 10 are displayed.

USRPRF

— The PXG3.W100 web interface supports user profiles with access level
= Extended Operation, allowing for resetting and confirming alarms.
— Read/write access rights to the BACnet object level are not processed.
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2.6 Touch panel wiring

=24 \/ AC/DC terminal strip
3" terminal is not connected.

Earth connection (bolted)
Use may vary as per local rules and/or conventions.

Reference point for ground

When grounding the reference
point (system neutral or symbol
1), note the following:

e As arule, both grounding
(PELV) as well as non-
grounding (SELV) the refer-
ence point L of AC 24 V op-

IIHHH’,J erating voltage is allowed.
- H Local laws must be adhered
to.
lJJllHHHHIIIH IHH[[I_‘]

e To prevent earth loops, sys-

Grounding as per PELV tems with PELV must be

|- M| connected to ground in the
system at one point only,

normally the transformer un-

less indicated differently..

N2

[T T

Grounding as per SELV

T Safety transformer AC 230 V / AC 24 V as per EN 61 558

K Terminal block to star-like distribution of AC 24 V and L

N1 PXG3.W100

N2 PXM40/50

F1 Extra-low voltage fuse for max. power consumption at AC 24 V,
depending on line cross-section

19/22
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2.7 Firmware updates
2.71 General

With the devices PXG3.W100 (all versions) and PXM40 / PXM50 (>1.15.30.497)
the firmware is updated in XWP using SSA-DNT; see E-learning module "Com-
missioning the web server". To ensure operation of the devices on the most current
firmware, the current firmware must be downloaded.

2.7.2 PXM 40/PXM50 =1.15.30.497

As a rule, the firmware of any PXM40/50s (referred to as “device”) can be updated
using the FWDT (Firmware Download Tool). This is particularly important if a FW
update is not possible via DNT (Discovery and Node Setup Tool) due to technical
issues. —

3. Indevices with FW version <1.15.30.497, updating the firmware via FWDT
L% 4 is mandatory, to be able to update the device using DNT in the future.

Procedure

Disconnect the device from power.

Press/hold the Reset button, reconnect the device to power.
Wait until the orange LED flashes (ca. 10 seconds), then
release the Reset button.

Start FWDT.

Connect the device to the PC via USB connection.
---> FWDT discovers the device and enters the mode specific to these devic-
es.

2L e

r
1 Desigo Firmware Download Tool - Update Firmware

| File Bdras Help

‘ Select Device and Connection:

—_—
Update Firmware Controller-Selection: PXM4D
Serial Port I @ USB

=2

Diagnosis DFU connection state: | Auto connected

El

Teminal

Before loading: After loading:

Select the Frmwareversion:

V01.15.30.457 Belease Info

7.  Group box Select the firmware version > drop down list > select the accu-
rate firmware version for your device.
[i] The Select the firmware version dropdown list will appear only if there’s
more than one firmware version available.

8. Click Start Loading.
---> FWDT starts uploading and displays a progress bar.

Loading:

(St Lozdng | | Canes
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9.  When the upload process has reached a certain level, an error message is
displayed.
Time Log

ﬁ 03.02.2014 03:01:08
ﬁ 03.02.2014 08:01:12
ﬂ 03.02.2014 08:01:26
ﬁ 03.02.2014 08:01:29
ﬂ 03.02.2014 03:01:29
ﬂ' 03.02.2014 08:01:32
-ﬁ 03.02.2014 08:01:33
ﬂ 03.02.2014 08:01:35

ﬁ 03.02.2014 08:01:42
Q 03.02.2014 03:01:43

The firmware library with version W5.10.211" has been loaded.

Unzipping started

The dfu-util with the label TCP_01.17.05is uzed.
Download started

Write command: -0 MLO -a spl

Write command: -0 MLO -a spl backup1

Write command: -0 MLO -a spl backup2

Wite command: -0 MLO -a spl backup3

S g i

Wite command: -0 u-boot-pxm2 env -a u-boot.env
Ermor during writing command to device. Exit code: 74

10. Repeat now steps 1-8 above.
This time the upload will completely run the process:

1.

Time Log

ﬁ' 03.02.2014 08:04:10 Unzipping started

ﬂDS.ﬁZ.Zﬂﬂd 08.04:24 The dfu-util with the label TCP_01.17.05'is used.

0 03.02.2014 08:04:24 Download started

ODS.E'Z.ZEIH 08:04.34 Wirite command: -D u-bootpem2.env -a u-boot env

ﬂ' 03.02.2014 08:04:36 Write command: -0 ulmage-pxm2 bin -a kemel_a

0{}3 022014 DE'DS'DB Write command: -0 uIrnage-pum'lZ bin -a kemel b

0 03.02 2014 {}E 'IE I}I} Download flnlshed Please dlsconned the power supph.' of the DFU device for rebocting.

Wait until the device has restarted following upload completion.

12. Disconnect the USB connection.

[i] Note
After device restart, the orange LED no longer is lit, and FWDT has returned to
normal mode.

2.7.3 Factory reset web interface PXG3.100

Given certain circumstances it may be desirable or necessary to factory reset the
device. If so, please exactly follow the procedure given below.

3. Attention: The device will lose any password and other settings. Only the
£ %% |P network settings remain the same as before.
Procedure

Power off device.
Power on device.

o 0ok wbd =

Wait for all LEDs to light up and turn off again, then
Press SVC button and hold until the green RUN LED flashes. Then
Release SVC button.
Wait for the device to fully start up unconfigured. (RUN LED is on, SVC LED

flashes.)

Start firmware download process with SSA-DNT.
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